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What is Transaction Monitoring

Transaction monitoring is the process of tracking and analyzing financial transactions to identify and prevent
suspicious or illegal activities such as money laundering, terrorist financing, and fraud. Transaction
monitoring involves the collection and analysis of data from various sources, such as customer transactions,
bank account data, and third-party data.

In recent years, transaction monitoring has become a bigger issue in the international banking and finance
industry due to the increasing complexity and sophistication of financial crimes. The use of technology to
facilitate financial transactions has made it easier for criminals to hide their activities and evade detection.
This has put pressure on financial institutions to adopt more advanced transaction monitoring systems and
processes to identify and prevent financial crime.

Regulators around the world have also stepped up their efforts to combat financial crime, imposing more
stringent regulations and enforcement measures on financial institutions. For example, in the United States,
the Bank Secrecy Act (BSA) requires financial institutions to implement effective anti-money laundering
(AML) programs, including transaction monitoring systems.

The consequences of failing to properly monitor transactions can be severe for financial institutions, including
hefty fines, reputational damage, and even criminal charges. As a result, transaction monitoring has become
a critical aspect of risk management for financial institutions, especially those operating across borders or
dealing with high-risk customers or transactions.

Role of Transaction Monitoring in the International Banking and Finance
Industry

The role of transaction monitoring in the international banking and finance industry is to help financial
institutions identify and prevent financial crimes such as money laundering, terrorist financing, and fraud.
Transaction monitoring systems play a crucial role in detecting suspicious activities by analyzing patterns of
transactions and identifying anomalies that may indicate potential criminal activity.

Here are some specific roles that transaction monitoring plays in the international banking and finance
industry:

1. Compliance with regulations: Transaction monitoring is a key element of regulatory compliance in
the banking industry. Financial institutions are required to implement effective transaction monitoring
systems to detect and prevent financial crimes. Failure to comply with these regulations can result in
significant fines and reputational damage.
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2. Risk Management: Financial institutions face significant risks from financial crimes such as money
laundering, terrorist financing, and fraud. Transaction monitoring systems help to manage these risks
by identifying and flagging suspicious activities and allowing for further investigation and analysis.

3. Enhancing customer due diligence: Transaction monitoring systems can help financial institutions
to perform enhanced customer due diligence by analyzing the nature and frequency of transactions.
This information can be used to identify high-risk customers and transactions, which can then be
subject to additional scrutiny.

4. Real-time detection: Transaction monitoring systems can provide real-time alerts to financial
institutions when suspicious activities are detected. This allows for immediate action to be taken to
prevent further criminal activity.

Overall, the role of transaction monitoring in the international banking and finance industry is critical in
protecting financial institutions, their customers, and the global financial system from the harmful effects of
financial crime.

Monitors of the International Financial Market

Some several organizations and agencies are authorized to monitor the international financial market,
including:

1. International Monetary Fund (IMF) - The IMF is an international organization that monitors the
global financial system and provides economic and financial assistance to member countries.

2. Financial Stability Board (FSB) - The FSB is an international organization that monitors and makes
recommendations on the global financial system, including issues related to financial regulation,
market infrastructure, and financial stability.

3. Basel Committee on Banking Supervision (BCBS) - The BCBS is a committee of banking
supervisors that sets international standards for banking regulation, including capital adequacy, risk
management, and supervision.

4. Financial Action Task Force (FATF) - The FATF is an intergovernmental organization that sets
international standards for combating money laundering, terrorist financing, and other financial
crimes.

5. Securities and Exchange Commission (SEC) - The SEC is a regulatory agency in the United States
that oversees securities markets and enforces securities laws.

6. European Securities and Markets Authority (ESMA) - The ESMA is a regulatory agency in the
European Union that regulates the securities markets and enforces securities laws.

These organizations and agencies play a critical role in monitoring the international financial market and
ensuring that it operates in a transparent, stable, and secure manner.

Some Statistical Data

There is limited statistical data available specifically on the impact of transaction monitoring on the
international banking and finance industry. However, here are some general statistics related to financial crime
and transaction monitoring:
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1. The estimated global cost of money laundering is between 2% and 5% of global GDP, or between
$800 billion and $2 trillion annually. (Source: United Nations Office on Drugs and Crime)

2. In 2020, the United States Department of the Treasury's Financial Crimes Enforcement Network
(FinCEN) assessed over $700 million in penalties against financial institutions for violations related
to anti-money laundering (AML) requirements. (Source: FINCEN)

3. The global transaction monitoring software market is expected to reach $15.10 billion by 2025,
growing at a compound annual growth rate (CAGR) of 14.3% from 2020 to 2025. (Source:
MarketsandMarkets)

4. In 2020, the top three reported types of suspected financial crime were fraud, cybercrime, and money
laundering. (Source: Financial Action Task Force)

5. In a survey of over 1,000 financial institutions, 63% reported that transaction monitoring alerts
increased by at least 20% during the COVID-19 pandemic, indicating potentially higher levels of
financial crime. (Source: Refinitiv)

These statistics suggest that transaction monitoring is a critical tool in combating financial crime in the
international banking and finance industry. The increasing costs of money laundering and penalties for non-
compliance, as well as the growing transaction monitoring software market, indicate that financial institutions
are recognizing the importance of effective transaction monitoring systems.

Transaction Survillance System in Nordea

Nordea is a leading international bank that has implemented transaction monitoring systems to detect and
prevent financial crime. Nordea has a dedicated Financial Crime Prevention (FCP) unit responsible for
monitoring and mitigating financial crime risks.

Nordea's transaction monitoring system is called "Transaction Surveillance", which uses advanced analytics
and machine learning to identify suspicious activities and transactions. The system is designed to monitor all
types of financial transactions, including payments, trades, and account openings.

The Transaction Surveillance system analyzes data from various sources, including customer information,
transaction history, and external data sources, to identify potentially suspicious activities. The system also
uses a set of predefined rules and algorithms to identify patterns and anomalies that may indicate a potential
financial crime.

Nordea's FCP unit reviews all alerts generated by the Transaction Surveillance system and conducts further
investigations to determine whether the alerts are genuine suspicions or false positives. If suspicious activity
is identified, the FCP unit takes appropriate action, including filing suspicious activity reports to relevant
authorities.

Nordea's transaction monitoring system is regularly reviewed and updated to keep pace with evolving
financial crime risks and regulatory requirements. The bank also provides regular training and education to
its employees to ensure they understand their role in preventing financial crime and are equipped to identify
and report suspicious activities.

Overall, Nordea's Transaction Surveillance system and its FCP unit play a critical role in safeguarding the
bank and its customers from financial crime risks.
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Other banks in Transaction Monitoring

Many international banks have implemented transaction monitoring systems to detect and prevent financial
crime. Here are a few examples of banks and their approaches to transaction monitoring:

1. HSBC: HSBC has implemented a transaction monitoring system called "Global AML Surveillance
and Monitoring" to detect and prevent money laundering and terrorist financing. The system uses
advanced analytics and machine learning to identify suspicious activities and transactions.

2. JPMorgan Chase: JPMorgan Chase uses a transaction monitoring system called "Global Compliance
Operations” to detect and prevent financial crime. The system uses a combination of rules-based and
machine-learning-based approaches to identify suspicious activities and transactions.

3. Deutsche Bank: Deutsche Bank has implemented a transaction monitoring system called "Transaction
Monitoring and Filtering"” to detect and prevent financial crime. The system uses a combination of
rules-based and machine-learning-based approaches to identify suspicious activities and transactions.

4. Standard Chartered: Standard Chartered uses a transaction monitoring system called "Transaction
Monitoring and Screening" to detect and prevent financial crime. The system uses a combination of
rules-based and machine-learning-based approaches to identify suspicious activities and transactions.

5. Citigroup: Citigroup has implemented a transaction monitoring system called "Citi Surveillance”,
which uses machine learning and natural language processing to identify potentially suspicious
activities.

6. Barclays: Barclays has implemented a transaction monitoring system called "Barclays Transaction
Monitoring”, which uses a combination of rules-based and machine learning-based approaches to
identify potentially suspicious activities.

7. Bank of America: Bank of America has implemented a transaction monitoring system called "Global
Watchlist”, which uses a combination of rules-based and machine learning-based approaches to
identify potentially suspicious activities.

8. Wells Fargo: Wells Fargo has implemented a transaction monitoring system called "Wells Fargo Risk
and Compliance Analytics”, which uses machine learning and predictive analytics to identify
potentially suspicious activities.

These are just a few examples of banks that have implemented transaction monitoring systems. Many other
banks have also implemented similar systems to detect and prevent financial crime. These systems are critical
in ensuring the safety and soundness of the financial system and protecting customers from financial crime
risks.

Roles of Al & ML in resolving Transaction Monitoring issue

Acrtificial Intelligence (Al) and Machine Learning (ML) are playing a significant role in resolving transaction
monitoring issues in the banking and finance industry. Here are some of the roles that Al and ML play in
transaction monitoring:
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1. Detection of suspicious activity: Al and ML algorithms can be trained to detect patterns and
anomalies in transaction data that may indicate suspicious activity. These algorithms can continuously
learn and improve their accuracy over time as they process more data.

2. Reduction of false positives: Transaction monitoring systems can generate a large number of false
positives, which can be time-consuming and resource-intensive to investigate. Al and ML algorithms
can help reduce the number of false positives by filtering out transactions that are unlikely to be
suspicious, allowing investigators to focus on more high-risk activities.

3. Automation of investigations: Al and ML can automate some of the investigative processes involved
in transaction monitoring, such as gathering data and identifying patterns. This can help investigators
work more efficiently and effectively, allowing them to identify and mitigate risks more quickly.

4. ldentification of emerging risks: Al and ML can help identify emerging risks by analyzing large
amounts of data from various sources, such as news articles, social media, and regulatory reports. This
can help banks stay ahead of new threats and adjust their transaction monitoring systems accordingly.

5. Enhancing customer experience: Al and ML can also help enhance the customer experience by
reducing false positives, which can result in fewer legitimate transactions being blocked or delayed.
This can help improve customer satisfaction and reduce customer complaints.

Overall, Al and ML are playing a critical role in resolving transaction monitoring issues by improving the
accuracy and efficiency of these systems and reducing false positives. By leveraging these technologies, banks
can better protect themselves and their customers from financial crime risks while also enhancing the customer
experience.

Present Situation in Nordea Bank

Nordea Bank has implemented a robust transaction monitoring system to detect and prevent financial crime,
and the bank has continued to enhance its system over time to keep pace with evolving threats and regulatory
requirements.

The bank’s Financial Crime Prevention (FCP) unit is responsible for monitoring and mitigating financial crime
risks, including money laundering, terrorist financing, and fraud. The FCP unit uses the Transaction
Surveillance system, which uses advanced analytics and machine learning to identify suspicious activities and
transactions.

Nordea has reported positive results from its transaction monitoring system. In its 2020 Annual Report, the
bank reported that its FCP unit filed a total of 8,371 suspicious activity reports (SARS) to relevant authorities,
an increase from the previous year. The bank also reported that it had identified and prevented several high-
risk transactions and activities, including potential cases of money laundering and fraud.

Nordea's transaction monitoring system has also helped the bank reduce its exposure to financial crime risks.
In its 2020 Annual Report, the bank reported a decrease in its risk exposure to financial crime, including
money laundering and terrorist financing, as a result of its enhanced monitoring and risk management systems.

Overall, Nordea Bank's transaction monitoring system has helped the bank detect and prevent financial crime,
reduce its exposure to financial crime risks, and enhance its reputation as a responsible and trustworthy
financial institution. The bank continues to invest in its transaction monitoring system and other risk
management systems to stay ahead of evolving threats and regulatory requirements.
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The Team

Nordea has a dedicated team of experts to deal with transaction monitoring using Al and ML. The team is
part of the bank's Financial Crime Prevention (FCP) unit, which is responsible for monitoring and mitigating
financial crime risks across the bank.

The FCP unit has a multidisciplinary team with expertise in various areas, including data analytics, machine
learning, financial crime investigations, and regulatory compliance. The team works closely with other teams
across the bank, such as the IT and risk management teams, to ensure the effective implementation and
operation of the bank's transaction monitoring system.

The team responsible for Nordea's transaction monitoring system using Al and ML consists of data scientists,
analysts, and engineers. These experts have a strong background in computer science, mathematics, and
statistics, as well as experience in machine learning, natural language processing, and big data analysis.

In particular, the data scientists on the team have expertise in developing and refining the algorithms and
models that power the system, while the analysts are responsible for analyzing the data and investigating
suspicious activities identified by the system. The engineers, on the other hand, are responsible for designing
and implementing the technical infrastructure required to support the system.

The team also includes experts in financial crime investigations and regulatory compliance, who provide
subject matter expertise to ensure the system is effective in detecting and preventing financial crime. These
experts have a deep understanding of the regulatory requirements and industry best practices related to
financial crime prevention.

Overall, Nordea's team for transaction monitoring using Al and ML is highly skilled and experienced, with a
diverse set of backgrounds and expertise. By leveraging their collective knowledge and expertise, the team
helps ensure the effective implementation and operation of Nordea's transaction monitoring system, enabling
the bank to detect and prevent financial crime and comply with regulatory requirements.

A Step-by-Step Guide

Introduction:

Transaction monitoring is an essential part of the banking industry, as it helps to prevent financial crimes like
money laundering, fraud, and terrorist financing. However, traditional transaction monitoring systems are not
always effective in detecting suspicious activities due to their limited capacity to analyze large volumes of
data. This is where Al and ML can be applied to revolutionize transaction monitoring in the banking industry.
In this guide, we will provide a step-by-step guide on how to fight against transaction monitoring issues in
the banking industry using Al and ML.

Step 1: Define the problem

The first step in fighting against transaction monitoring issues in the banking industry using Al and ML is to
define the problem. This involves identifying the types of financial crimes that the bank wants to prevent and
the specific issues that the current transaction monitoring system is facing. For example, the bank may want
to prevent money laundering by detecting transactions that are unusual or suspicious. The current transaction
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monitoring system may be facing issues like generating too many false positives, missing suspicious activities,
or being unable to analyze large volumes of data.

Step 2: Collect data

The next step is to collect data that will be used to train the Al and ML models. This data should be relevant
to the problem being addressed and include historical transaction data, customer data, and other relevant
information. It is important to ensure that the data is clean and consistent to ensure accurate results.

Step 3: Prepare data

Once the data has been collected, it needs to be prepared for use in training the Al and ML models. This
involves cleaning the data, removing duplicates, and converting it into a format that can be used by the models.
It is also important to ensure that the data is balanced, meaning that it contains equal amounts of positive and
negative examples.

Step 4: Develop the models

The next step is to develop the Al and ML models that will be used for transaction monitoring. This involves
selecting the appropriate algorithms, training the models, and testing them to ensure that they are accurate and
effective. The models should be able to analyze large volumes of data quickly and accurately, while also
minimizing false positives and detecting suspicious activities.

Step 5: Implement the models

Once the models have been developed and tested, they need to be implemented into the bank's transaction
monitoring system. This involves integrating the models into the existing system and ensuring that they work
seamlessly with other components. It is important to ensure that the models are scalable and can handle
increasing volumes of data over time.

Step 6: Monitor and update the models

After the models have been implemented, it is important to monitor their performance regularly and update
them as needed. This involves monitoring key metrics like the number of false positives generated, the
detection rate of suspicious activities, and the accuracy of the models. It is also important to keep the models
up-to-date with new data and changing trends in financial crimes.

Step 7: Continuous Improvement

Lastly, continuous improvement should be an ongoing process that is part of the bank’s culture. The bank
should have a team dedicated to continuously monitoring the transaction monitoring system and making
improvements where necessary. This includes updating the models, improving the data quality, and enhancing
the system's scalability.
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Conclusion

In conclusion, transaction monitoring issues in the banking industry can be effectively fought against using
Al and ML. By following the steps outlined in this guide, banks can develop and implement Al and ML
models that are accurate, efficient, and effective in detecting and preventing financial crimes. This will help
banks comply with regulatory requirements, protect their customers from financial crime risks, and enhance
their reputation as responsible and trustworthy financial institutions.
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